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1. [bookmark: Contents_][bookmark: 1._Introduction_][bookmark: _bookmark0]Introduction

This Policy is one of a suite of policies and procedures relating to the management of information for The Castle Practice. 

This document identifies the changes to the Caldicott principles and should be read in conjunction with the Data Protection and Confidentiality Policy, Breach Reporting Policy, Patients Access to Medical Records Policy, Information Governance and Data Security Policy and the Staff Confidentiality guidance.


2. Caldicott Reviews

[bookmark: _bookmark2][bookmark: 5._Information_disposal_]The Caldicott Principles were developed in 1997 following a review of how patient information was handled across the NHS. The principles have been reviewed and updated several times the most recent being 8th December 2020, which included the introduction of an 8th Principle BUT also the tweaking of wording for the 7th Principle to demonstrate the importance of appropriate data sharing.

Good information sharing is essential for providing safe and effective care. There are also important uses of information for purposes other than individual care, which contribute to the overall delivery of health and social care or serve wider public interests. These principles apply to the use of confidential information within health and social care organisations and when such information is shared with other organisations and between individuals, both for individual care and for other purposes. 

The principles are intended to apply to all data collected for the provision of health and social care services where patients and service users can be identified and would expect that it will be kept private. This may include for instance, details about symptoms, diagnosis, treatment, names and addresses. In some instances, the principles should also be applied to the processing of staff information. 

They are primarily intended to guide organisations and their staff, but it should be remembered that patients, service users and/or their representatives should be included as active partners in the use of confidential information. 

Where a novel and/or difficult judgment or decision is required, it is advisable to involve a Caldicott Guardian.

The Castle Practice Caldicott Guardian is Syed Owais.















3. Principles

Principle 1: Justify the purpose(s) for using confidential information. 
Every proposed use or transfer of confidential information should be clearly defined, scrutinised, and documented, with continuing uses regularly reviewed by an appropriate guardian. 
Principle 2: Use confidential information only when it is necessary. 
Confidential information should not be included unless it is necessary for the specified purpose(s) for which the information is used or accessed. The need to identify individuals should be considered at each stage of satisfying the purpose(s) and alternatives used where possible. 
Principle 3: Use the minimum necessary confidential information. 
Where the use of confidential information is considered to be necessary, each item of information must be justified so that only the minimum amount of confidential information is included as necessary for a given function. 
Principle 4: Access to confidential information should be on a strict need-to-know basis. 
Only those who need access to confidential information should have access to it, and then only to the items that they need to see. This may mean introducing access controls or splitting information flows where one flow is used for several purposes. Principle 
Principle 5: Everyone with access to confidential information should be aware of their responsibilities. 
Action should be taken to ensure that all those handling confidential information understand their responsibilities and obligations to respect the confidentiality of patients and service users. 
Principle 6: Comply with the law 
Every use of confidential information must be lawful. All those handling confidential information are responsible for ensuring that their use of and access to that information complies with legal requirements set out in statute and under the common law. 
Principle 7: The duty to share information for individual care is as important as the duty to protect patient confidentiality. 
Health and social care professionals should have the confidence to share confidential information in the best interests of patients and service users within the framework set out by these principles. They should be supported by the policies of their employers, regulators and professional bodies. 


Principle 8: Inform patients and service users about how their confidential information is used. 
A range of steps should be taken to ensure no surprises for patients and service users, so they can have clear expectations about how and why their confidential information is used, and what choices they have about this. These steps will vary depending on the use: as a minimum, this should include providing accessible, relevant, and appropriate information - in some cases, greater engagement will be required. 

4. Interaction with Data Protection Law

The Caldicott Principles compliment the current Data Protection Legislation (data Protection Act 2018 and GDPR 2016) and DO NOT replace them, these are remarkably similar with the Caldicott Principles introducing Common Law duties combined with legislation to protect valuable NHS data.

The Table below demonstrates the links between the NHS Caldicott Principle and the legislative framework of Data Protection.


	Caldicott Principle
	Data Protection Act 2018 Principles
	UK GDPR principles

	Principle 1: Justify the purpose(s) for using confidential information
	1 Fair and Lawful
6 Rights of Individual SAR/ informed
 
	Transparent manner Art 12/13/14
SAR – Art 15
 

	Principle 2: Use confidential information only when it is necessary
	3 Adequate, relevant and not excessive
6 Rights of Individual SAR/ informed
 
	Adequate, relevant and limited to purposes Art 25
SAR – Art 15 - 22
 

	Principle 3: Use the minimum necessary confidential information
	3 Adequate, relevant and not excessive
 
 
	Adequate, relevant and limited to purposes Art 25
 

	Principle 4: Access to confidential information should be on a strict need-to-know basis
	3 Adequate, relevant and not excessive
 
	Adequate, relevant and limited to purposes Art 25
 

	Principle 5: Everyone with access to confidential information should be aware of their responsibilities 
	3 Adequate, relevant and not excessive
7 Technical & Organisational Security
 
 
	Adequate, relevant and limited to purposes Art 25
Level Appropriate to processing risk Art 32
 

	Principle 6: Comply with the law
	The Whole Act 
	The Whole Regulation/2018 Act

	Principle 7: The duty to share information for individual care is as important as the duty to protect patient confidentiality
	3 Adequate, relevant and not excessive
 
	Transparent manner Art 12/13/14
Adequate, relevant and limited to purposes Art 25
 

	Principle 8: Inform patients and service users about how their confidential information is used
	1 Fair and Lawful
6 Rights of Individual SAR/ informed
 
	Level Appropriate to processing risk Art 32
DPIA Art 35
 


 
 
5. Dissemination, Implementation and Access

Dissemination of this policy will be undertaken by publishing on the Intranet.

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 





Caldicott Refresh: Practice To-Do List (2025/26)

Please use this checklist to ensure your practice is fully aligned with the updated Caldicott requirements.

1. Update Mandatory Information Governance (IG) Training 

· • Ensure all staff complete the most up-to-date Information Governance module (Information Governance - elearning for healthcare / Bluestream Academy) 
· • Include a brief Caldicott update within your induction programme for all new starters 

2. Deliver a ‘Caldicott Changes’ Briefing to Staff 
Ensure staff understand: 
· • The eight Caldicott Principles (The Caldicott principles and guardian roles explained - The MDU) 

Strengthened expectations around: 
· • Duty to share for care 
· • Transparency 
· • Minimum necessary access 
· • Digital system safety 

Reinforce that staff must: 
· • Use confidential patient information only when necessary 
· • Access data on a strict need-to-know basis 
· • Use the minimum amount of information required 
· • Share information only for justified and lawful purposes 
· • Follow updated guidance on storing, handling, sharing, and disposing of data securely 
· • Clearly communicate to patients how their information is used and what choices they have 

If your practice has a Caldicott Guardian, ensure they understand expectations around: 
· • Governance and oversight 
· • Liaison with DPO and SIRO 
· • Training and CPD 
· • Board-level accountability 

3. Confirm Your Local IG Escalation Contacts 

Ensure all staff know who to contact for Caldicott, Information Governance, and data risk queries. 
BSol ICB Contacts (2024/25) 
SIRO: Phil Jones 
Caldicott Guardian: Dr Matthew Lewis 
Head of Information Governance (BSol ICB): Lia Lutfi 
IG Manager (Black Country ICB – due to formal clustering): Michelle Norcup 

Additionally: 
· • Confirm who your practice’s Data Protection Officer (DPO) is 
· • Ensure staff know how to contact them 

4. Review and Update Your Privacy Notice 

Ensure your privacy notice: 
· • Reflects the refreshed Caldicott expectations (The Caldicott principles and guardian roles explained - The MDU) 
· • Clearly explains how patient data is shared for direct care and system-wide clinical safety 
· • Is easily accessible (website, reception, new patient packs) 

5. Review Data-Sharing Procedures 

· • Ensure staff are confident about when information must be shared for care. 

Review processes relating to: 
· • Shared Care Records 
· • NHS App data visibility 
· • Cross-organisation data flows (PCNs, community services, mental health, hubs) 

6. Refresh Staff Knowledge on Common IG Scenarios 

Provide practical refreshers covering: 
· • Secure email use (nhs.net and encryption) 
· • Subject Access Requests 
· • Access rights in EMIS / SystmOne 
· • Risks associated with personal devices and messaging apps 
· • Handling patient information in multi-disciplinary settings 

7. Circulate a Summary of Your IG Governance Structure 

Ensure staff are aware of: 
· • Your SIRO 
· • Your Caldicott Guardian 
· • Head of Information Governance 
· • Your practice’s DPO 
· • Any PCN-level IG leads 
· • Escalation routes 

7. Update Your Induction Pack 

Include: 
· • Updated Caldicott overview 
· • Local IG contacts 
· • Your practice DPO details 
· • Quick-reference IG scenario. 

8. Check All Data-Sharing Agreements 

Review and confirm that agreements are current for: 
· • PCN arrangements 
· • Third-party processors 
· • Shared Care Record participation 
· • External providers handling patient data 

9. Maintain a Practice-Level IG Action Log 

Keep evidence of: 
· • Completed training 
· • Communications issued 
· • Updated privacy notices 
· • Reviewed procedures 

FOR MORE GUIDANCE, FAQ AND UPDATES PLEASE SEE NHS INFORMATION GOVERNANCE PORTAL: Information governance - NHS Transformation Directorate

